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Discussion notes, key understandings, outstanding questions, observations, and, if appropriate to this discussion: action items, next steps:

 

Microsoft U-Prove Community Technology Preview (CTP)

· New U-Prove agent released today, along with 2 sample relying parties

· Meant as a working idea for discussion in the Claims Agent working group

· See www.microsoft.com/u-prove
· Emphasis on multi-browser support, broad set of scenarios

· Purpose of agent is to get RP policy, help the user make choices, and broker the communication

· Agent is aligned with user’s interest. Helps protect privacy by providing unlinkability and untraceability, and by enabling minimal disclosure of information

· Agent is currently stateless; optional use of client components to provide additional features

· Currently built to handle only one claim provider at a time; in future – many claim providers in one transaction

· Currently built using WS-Federation protocol; post RSA starting to work on OAuth/JSON profile for U-Prove tokens

· Also, smartcard POC with Gemalto – issued tokens bound to card, thus card is required to present tokens to RP
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U-Prove is an advanced cryptographic technology that, combined with existing standards-based identity solutions, overcomes the long-standing dilemma between identity assurance and privacy. U-Prove technology offers the same level of security as X.509 certificates, with additional privacy protecting features.

These capabilities unlock a broad range of scenarios that have historically been out of the reach of both the private and public sectors - cases where both verified identity information and privacy are required.

Microsoft is releasing a second Community Technology Preview (CTP) of U-Prove and related software innovations, so policy makers, developers, end-users and members of the Internet Identity community can try out the concepts, evaluate the capabilities and provide feedback.


At the core of Microsoft’s vision are U-Prove Agents—software that acts as an intermediary between websites and explicitly represent the users’ interests in choosing to share (or not to share) their personal information with sites on the Internet. 

In this Preview, Microsoft offers a U-Prove Agent running as an online service, accessible from any computing device with a web browser. Optional client-side software delivered by this service provides enhanced security and privacy capabilities. This Preview also includes several sample websites, representing organizations in public and private sectors that can issue verified information or consume this information. 

You can find white papers, specifications and developer toolkits to help discover the technology at http://microsoft.com/u-prove.
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Learn more about U-Prove, its privacy protecting features, try it for yourself, and download developer tools


� HYPERLINK "http://microsoft.com/u-prove"��http://microsoft.com/u-prove� 








Watch technical videos on U-Prove


� HYPERLINK "http://channel9.msdn.com/identity"��http://channel9.msdn.com/identity� 








Learn more about Microsoft’s


Open Specification Promise


� HYPERLINK "http://microsoft.com/interop/osp"��http://microsoft.com/interop/osp�








